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Certificate No: PTS-STQC-2023/ST/PT-027 Date: 24/May/2024

Web Application Security Audit (Safe to Host) Certificate

Organization Name: Food Corporation of India
Application Name : Food Corporation of India
Tested Application URL: http://fci.csm.co.in/
Production URL: https://fci.gov.in/

Security Testing Date: April 2024 to May 2024
Audited By: Vikash Kumar, and Team

We,Precise Testing Solution Pvt. Ltd. is empanelled with Standardization ,Testing and
Quality Certification (STQC) as one of the information Technology Test Laboratory (lITL) for
eGovernence. We have appointed to carry out Security Testing of http://fci.csm.co.in/
Application based on work order TT6545 date 24/04/2024.We have completed security
testing of the http://fci.csm.co.in/ on the base on OWASP Top 10 Recommendation

S.N Web Application Vulnerability Observation Remarks
1 A01:2021-Broken Access Control No Issues N/A
2 A02:2021-Cryptographic Failures No Issues N/A
< A03:2021-Injection No Issues N/A
4 A04:2021-Insecure Design No Issues N/A
5 A05:2021-Security Misconfiguration No Issues N/A
6 A06:2021-Vulnerable and Outdated No Issues N/A
Components

7 A07:2021-Identification and Authentication | No Issues N/A
Failures

8 A08:2021-Software and Data Integrity No Issues N/A
Failures

9 A09:2021-Security Logging and Monitoring | No Issues N/A
Failures

10 A10:2021-Server-Side Request Forgery No Issues N/A
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Recommendation:

1. The application must be hosted with limited privileges of read and Script Execution
permission.

2. Operating System, Web server and database Server hardening needed to be placed
for production.

3. Need to revalidate all issues when website move to production url. For more detail,
Please refer security testing report “Final Report - FCI Headquarter Admin Panel
Report”.

Conclusion: http://fci.csm.co.in/ is free from OWASP Top 10 Application Security Risks —
2021. Application is safe to Host

Note: Certificate is Valid until no any additional changes in the dynamic content and code level
changes is carried out or Max One year after compliance Date.
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